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This AGREEMENT is made the 
 [date]      day of
 [month]       
    Two Thousand and [year]
BETWEEN 

HEAnet Limited having its registered office at 5, George’s Dock, International Financial Services Centre, Dublin 1 
-and-

[


  ] having its registered office at [


 ](“Associate Member”)

WHEREAS :-
A.
HEAnet Limited owns and operates the Edugate Federation also known as Edugate.
B.
The Edugate Federation is an access management federation or association which provides a national platform for both user authentication and user authorisation within the higher education and research sectors.
C.
The Edguate Federation lays down rules or terms and conditions for members and associate members who wish to join the Edugate Federation to enable members of the Edugate Federation to operate within the Edugate framework. 
IT IS HEREBY AGREED as follows :-

1.
Definitions AND Interpretation

1.1
In this Agreement the following words shall have the following meanings :-
“Acts” means the Data Protection Act 1988 as amended by the Data Protection (Amendment) Act 2003 together with the Regulations made pursuant thereto.
“Administrator” means HEAnet Limited or such company or organisation as may be appointed by HEAnet Limited to take responsibility for operating the Edugate Federation.
“Agreement” means this Agreement and any amendment made pursuant to Clause 9.1 or Clause 9.2 (including any schedule annexed hereto and any document in agreed form made subsequent to the date of this Agreement).
“Associate Member” means an organisation which has been accepted for associate membership of the Edugate Federation pursuant to the provisions of the Operational Guide for the purpose of making available, through the Edugate Federation, Services (online or otherwise) to a User.
“Edugate Federation” means the service owned and operated by HEAnet Limited which provides a framework for Members to exchange access management information.
“Federated Access” means secure authentication by an Identity Member and / or secure authorisation by a Provider Member where a Provider Member is providing access to its Services for Users.
“Federation Governance Committee” means the association representing the interests of the Members of the Edugate Federation.
“Federation Metadata” means a computer file that contains the metadata of all Edugate Federation’s Member services.  The data format is more particularly described in the Eudgate Federation’s technical specifications.
“Identity Controller” means a person (or persons) who is / are authorised by an Identity Member to manage Federated Access to Services within the Edugate Federation. 
“Identity Member” means a current member institution of HEAnet Limited which has been accepted for membership of the Edugate Federation pursuant to the provisions of the Operational Guide for the purpose of enabling Users affiliated or associated with the Identity Member to use identity data issued by the Identity Member to access and where applicable utilise Services provided by a Provider Member or the Associate Member. 
“Manager” means a person (or persons) nominated by the Associate Member or a Provider Member to manage Federated Access to the Associate Member’s Services or a Provider Member’s Services. 
“Member” means an Identity Member or a Provider Member or an Associate Member of the Edugate Federation.
“Member Metadata” means a data format that describes the details of a Member’s federation services. 
“Metadata” means a generic term used to describe a file format standard. In the Edugate Federation there are two types of Metadata, the Edugate Federation Metadata and Member Metadata.
“Minimum Agreed Set” means data that describes the identity and affiliations of a User and is more particularly described in the Edugate Federation’s technical specifications.
“Operational Guide” means the Edugate Federation guide for the operation of the Edugate Federation service.  The Operational Guide is available at http://www.edugate.ie/?q=operationalGuide

“Personal Data” means any data that reveals the identity of a User, or any data that could be used to reveal the identity of a User when used in combination with other data in the possession of or likely to come into the possession of the Provider Member.  
“Provider Member” means a current member institution of HEAnet Limited which has been accepted for membership of the Edugate Federation pursuant to the provisions of the Operational Guide for the purpose of making available, through the Edugate Federation, Services (online or otherwise) to a User. 
“Section” means a provision set out in the Operational Guide.  The relevant Section is numbered for ease of reference.
“Services” means educational or research resources, services and products.
“User” means a person, party or entity with a current affiliation or association with an Identity Member.  
“Working Day” means any day of the week other than Saturday, Sunday and days on which Banks are closed. 
1.2
In this Agreement :-
(a)
Headings in this Agreement are for convenience only and do not affect the construction or interpretation of this Agreement. 
(b)
Words denoting the singular number also include plural and vice versa, where the context so requires.
(c)
Party or Parties mean a Party or the Parties to this Agreement.
(d)
The masculine gender shall include the feminine and neuter and vice versa and words importing persons shall include firms or companies and corporations and vice versa.
(e)
A Statute or a provision of a Statute shall be construed unless the context otherwise requires, as a reference to that Statute or provision as amended, modified or re-enacted or both from time to time and any subordinate legislation made under such Statute or provision.

2.
ASSOCIATE Membership

2.1
The Associate Member may, if it so wishes, require an Identity Member to enter into separate terms and conditions with the Associate Member to access the Associate Member’s Services. 

2.2
The Associate Member accepts and acknowledges that HEAnet Limited, the Edugate Federation and the Administrator will have no liability whatsoever for the performance or otherwise of any terms and conditions agreed between the Associate Member and an Identity Member and neither HEAnet Limited, nor the Edugate Federation nor the Administrator will be required to resolve any disputes in relation to such terms and conditions.

2.3
Membership of the Edugate Federation does not preclude the Associate Member from availing of or relying upon or supporting alternative means of access to Users. 

2.4
The Associate Member’s membership of the Edugate Federation is provided on an annual basis and will be automatically renewed each year on the anniversary date of this Agreement unless the Associate Member gives thirty (30) days notice in writing to the Administrator of the Associate Member’s intention to cease its Membership of the Edugate Federation or in the event that this Agreement is terminated for any reason set out herein. 

3.
REGISTRATION AND Membership Fee
3.1
The Associate Member will pay a registration fee to HEAnet Limited of one Euro (€1) within twenty-eight (28) days of receiving confirmation from the Administrator that the Associate Member’s request for associate membership of the Edugate Federation has been accepted.
3.2
The Associate Member accepts and acknowledges that HEAnet Limited may with the written approval of a simple majority of the members of the Federation Governance Committee impose on the Associate Member an annual membership fee or an annual increase thereof subject to the Administrator giving to the Associate Member at least one (1) year’s notice in writing of such membership fee or such annual increase thereof. 
4.
DATA CONTROL AND DATA SHARING

4.1
The Associate Member agrees to be bound by the Acts.  
4.2
The Associate Member must appoint at least one Manager who will ensure that the obligations on the Associate Member as set out in this Agreement are adhered to. The name and e-mail address of at least one Manager must be completed in Part 1 of the Schedule to this Agreement.
4.3
The Manager must be fully familiar with the requirements laid down by the Acts.
4.4
The Associate Member must support and provide the Minimum Agreed Set.
4.5  
The Associate Member accepts and acknowledges that for data other than the Minimum Agreed Set, the distinction between the Minimum Agreed Set and Personal Data will be decided by Identity Members pursuant to the provisions of the Acts prior to an Identity Member providing such data to the Associate Member.
4.6
The Associate Member must notify the Administrator in writing of the data that the Associate Member requires.  For the avoidance of doubt the Associate Member accepts and acknowledges that Identity Members have absolute control and responsibility over the data that an Identity Member will provide to the Associate Member.
4.7
In the event the Associate Member requires Personal Data, the Associate Member must declare to the Identity Member the Personal Data that is requested. Such request must fall within the definitions of permitted uses of Personal Data as outlined in the Acts. 
4.8
The Associate Member accepts and acknowledges that Identity Members may prompt Users for their consent prior to the provision of the User’s Personal Data to the Associate Member.  In such cases, Users may consent to release all or part of the data required by the Associate Member. 
4.9
Where an Identity Member provides all or part of a User’s Personal Data, the Associate Member must follow all obligations associated with the use of Personal Data required by the Acts. 
4.10
Where a User has provided consent, the Associate Member accepts and acknowledges that further consent will be required before the Associate Member can use the Personal Data provided for any other purpose (unless such use is otherwise permitted by the Acts).
4.11
The Associate Member is permitted to use data for the purposes of generating statistical information provided all data is anonymised when presented. 
4.12
The Associate Member must not permanently store or share or disclose or use for any purpose other than for the purposes of authorisation and access control any Personal Data that it receives from the Identity Member unless otherwise permitted by the Acts.
4.13
The Associate Member at all stages must protect and respect the privacy and confidentiality constraints of User information that it receives from other Member organisations.
4.14
The Associate Member must permit the publication by the Edugate Federation of the content of the Associate Member’s Metadata including the name addresses and other necessary details of the technical and administrative support contacts.

5.
Initial Release Policies
5.1
The Administrator will prescribe a specific data policy (“Initial Release Policy”) for Identity Members based on the data described in the Minimum Agreed Set as is required by the Associate Member.
5.2
The Associate Member on joining the Edugate Federation may notify the Administrator of specific Identity Members that the Associate Member wishes to operate with, known as an audience (“Audience”).  Where such notification to the Administrator has not been made by the Associate Member, the Administrator will assume that the Associate Member wishes to operate with all Identity Members of the Edugate Federation. 
5.3
Where the Associate Member has specified an Audience to the Administrator, the Administrator will prescribe a default release policy for that Audience.  In the event an Identity Member is not included in the Audience such Identity Member will have a different default release policy which releases no Personal Data to the Associate Member. 
5.4
The Initial Release Policy will be communicated to an Identity Member in the manner set out in Section 3.1 of the Operational Guide.  During the prescribed period of time provided for in Section 3.1 the Initial Release Policy can be overridden by an Identity Member.  On the expiration of the prescribed period of time set out in Section 3.1 the Associate Member will become an active Member of the Edugate Federation.
5.5
The Associate Member is required to declare to the Administrator any changes to the Associate Member’s requested data.  The Administrator will notify Identity Members of this change.  An Identity Member must amend its data release policy accordingly at its discretion. 
5.6
The Associate Member accepts and acknowledges that Identity Members must at all times adhere to the requirements set out in Section 5 of the Operational Guide, when providing identity data.
6.
Disclaimer and Limitation of Liability

6.1
Unless agreed otherwise in writing between Members, the Associate Member will have no liability to any other Member solely by virtue of the Associate Member’s membership of the Edugate Federation. In particular, membership of the Edugate Federation alone does not create any enforceable rights or obligations directly between Members. 
6.2
The Associate Member accepts, acknowledges and agrees that HEAnet Limited, the Edugate Federation and the Administrator have no  liability, responsibility or obligation under this Agreement or otherwise in respect of :-

6.2.1
authorisation of Users (which is the responsibility of the Associate Member);
6.2.2
authentication of  Users (which is the responsibility of the relevant Identity Member);
6.2.3
the provision of Services by the Associate Member;
6.2.4
errors or faults in the registration or publication of Metadata;
6.2.5
errors or faults in the publication of required or desired data.

6.3
Subject to Clauses 6.4 and 6.5 HEAnet Limited, the Edugate Federation, the Administrator and the Associate Member exclude all liability (whether in contract, tort [including negligence or breach of statutory duty] or otherwise) to the fullest extent permitted by law.  Without prejudice to the generality of the foregoing, neither HEAnet Limited, the Edugate Federation nor the Administrator nor the Associate Member, will be liable in any circumstances, whether in contract, tort (including negligence or breach of  statutory duty) or otherwise for :- 
6.3.1
loss of profits or revenue, loss of savings, loss of use or opportunity, loss of business, loss or spoiling of data, loss of contracts, lost or wasted management or employee time or any increased costs or expenses, in each case whether direct or indirect; 
6.3.2
any special, indirect or consequential damage of whatever nature that does not flow directly or naturally from the breach or tort in question, that results from any intervening cause

even if in all cases the party had been advised of, or knew of, the likelihood of that loss or type of loss arising. 

6.4
The Associate Member may, in its absolute discretion, agree variations with any other Member to the exclusions of liability contained in Clause 6.3.  Such variations will only apply between those respective Members. 
6.5
Nothing in this Agreement will operate to exclude or limit liability for death or personal injury caused by the negligence of employees of HEAnet Limited, the Edugate Federation, the Administrator or the Associate Member (as the case may be), or for fraud. 
6.6
The Associate Member acknowledges that HEAnet Limited provides the Edugate Federation service for the mutual benefit of the Associate Member and other Members on a non-profit cost recovery basis only and subject to Clause 6.5 the Associate Member accepts, acknowledges and agrees that the maximum liability of HEAnet Limited, the Edugate Federation and / or the Administrator to the Associate Member or other Members or any other parties on foot of this Agreement or arising directly or indirectly from this Agreement is limited to the sum of one Euro (€1.00).
6.7
For the purpose of this Clause 6 the Administrator will be deemed to include any of the Administrator’s sub-contractors or agents.  

7.
Dispute RESOLUTION PROCEDURE 
7.1
If a dispute arises between the Parties relating to the provisions of this Agreement, the Administrator or the Associate Member must refer the dispute to their respective representatives, whereupon the Administrator’s representative and the Associate Member’s representative will promptly discuss the dispute with a view to its resolution.

7.2
If any dispute cannot be resolved in accordance with the provisions of Clause 7.1 within fourteen (14) Working Days, the Associate Member or the Administrator may require that the matter be referred for consultation between the Chief Executive or equivalent of the Associate Member or his / her authorised representatives and the Chief Executive of the Administrator or his / her authorised representatives (“Chief Executive Level Consultations”). In this event, both the Associate Member’s Manager and the Administrator will be represented in person or by their representatives. Chief Executive Level Consultations will be held within fourteen (14) Working Days failing attempts to resolve the dispute under Clause 7.1.
7.3. 
In the event of any dispute concerning compliance by the Associate Member with this Agreement (a “Compliance Dispute”) and if such Compliance Dispute cannot be resolved under Clauses 7.1 and 7.2 then the Compliance Dispute will be referred by either Party to a person agreed by the Parties, and in the absence of such agreement within ten (10) Working Days of notice from either Party calling on the other so to agree, to a person chosen on the application of either Party to the President of Engineers Ireland or by the next senior officer of such body who is willing and able to make such a nomination.  Such person (“the Expert”) will be appointed to act as an expert and not as an arbitrator. The costs of the Expert will be borne equally by the Parties unless the Expert decides one Party has acted unreasonably in which case the Expert will have discretion as to awarding costs.
7.4. In all cases the terms of appointment of the Expert by whomsoever appointed will include :-

7.4.1
a commitment by the Parties to supply to the Expert all such assistance, documents and information as the Expert may reasonably require for the purpose of his determination ;
7.4.2 
a requirement that the Expert will act fairly as between the Parties and according to the principles of natural justice ; 
7.4.3.
a requirement that the Expert will hold professional indemnity insurance both then and for three years following the date of his / her determination and
7.4.4. 
a requirement to give a decision as soon as is reasonably practicable and in any event within eighty-four (84) Working Days of the Expert’s appointment.

7.5
The Expert’s decision will be final and binding on the Parties. The Parties expressly acknowledge and agree that they do not intend the reference to the Expert to constitute an arbitration, that the Expert’s decision is not a quasi judicial procedure and that the Parties will have no right of appeal against the Expert’s decision, provided always that this will not be construed as waiving any rights the Parties might have against the Expert for breaching his / her terms of appointment or otherwise being negligent.
7.6 
With respect to any dispute other than one concerning compliance by the Associate Member with this Agreement including, but without limitation, a dispute involving the policies of the Edugate Federation (a “Policy Dispute”), then if such Policy Dispute cannot be resolved under Clauses 7.1 and 7.2, the Policy Dispute may be referred by either party to the Federation Governance Committee. The decision of the Federation Governance Committee will be final and binding upon the Parties.
7.7
Where it is not clear whether a dispute is a Compliance Dispute or a Policy Dispute, the Administrator will decide, following consultation with the Associate Member. The Administrator’s decision will be final.

8.
Termination
8.1
In the event the Associate Member wishes to voluntarily cease membership, the Associate Member must notify the Administrator of the Associate Member’s decision to cease its membership of the Edugate Federation. The Administrator will notify all other Members of the Associate Member’s decision to cease its membership within the time specified in Section 6 of the Operational Guide. In such circumstances the Administrator will remove the particulars of the Associate Member’s Metadata from the Federation’s Metadata pursuant to Section 6. The cessation procedure may be accelerated at the Associate Member’s request provided no other Member raises an objection to the accelerated cessation date. 

8.2
In the event that the Associate Member, in the opinion of the Administrator, is not complying with this Agreement the Associate Member will be notified of the Administrator’s intention to suspend the Associate Member from the Edugate Federation and such notification will be accompanied by all information available to the Administrator in the matter.  

8.3
Where the Associate Member disputes the opinion of the Administrator the provisions of Clause 7 will apply.

9.
Changes to this agreement

9.1
Subject to the provisions of Clause 9.2 this Agreement may be amended only by the written consent of the Parties. 
9.2
Notwithstanding Clause 9.1 HEAnet Limited retains the right to amend this Agreement without the consent of the other Party to this Agreement (“Unilateral Amendments”) where the Federation Governance Committee requires that an amendment or amendments be made to Associate Members’ Agreements.  
9.2.1
Unilateral Amendments will be communicated to the Associate Member using the contact details of one of the Managers listed in the Schedule to this Agreement at least thirty (30) days before the Unilateral Amendments will take effect.  The Manager must within thirty (30) days acknowledge that he / she has received and reviewed the Unilateral Amendments and must within the same thirty (30) day period notify the Administrator if the Associate Member is or is unable to comply with the Unilateral Amendments to this Agreement.  If the Associate Member is unable to comply with the Unilateral Amendments to this Agreement the Associate Member’s membership will cease in accordance with Section 4 of the Operational Guide. Each Associate Member’s continued participation in the Edugate Federation after the Unilateral Amendments take effect will constitute the Associate Member’s acceptance of the Unilateral Amendments to this Agreement.  
10.
SUPPORT

10.1
The Associate Member agrees that its Services will be available for the minimum period set out in Section 6.1 of the Operational Guide. the Associate Member may provide a greater degree of availability of its Services at its discretion. 

10.2
Identity Members must, when requested by a User, assist the User in authenticating using the User’s national federation.

10.3
User support may be agreed between the Associate Member and Identity Members. Where such an agreement is not in place, the Associate Member must agree to support Users in accordance with the procedures as outlined in the Operational Guide.

10.4
The Associate Member must notify the Administrator of known security incidents or vulnerabilities that affect the Associate Member’s Services where the incident exposes or is likely to expose other Members to a security risk. 

10.4.1
The Associate Member is not excluded from utilising additional means of security incident notification or participating in other security incident response programmes. 

10.5
Where a security incident is known by the Associate Member to affect a specific Member, the Associate Member must notify that Member immediately. 
10.6
A Member must provide reasonable assistance when requested by a fellow Member where that fellow Member is investigating the misuse of its services.

11.
NOTICES

11.1
All notices which are required to be given under this Agreement must be in writing.

11.1.1 
Notices required to be sent to the Administrator should be addressed to The Administrator, Edugate Federation, HEAnet Limited, 5 George’s Dock, IFSC, Dublin 1 unless notified otherwise in accordance with this Clause 
11.1.2
Notices required to be sent to a Member should be addressed to its principal office, or to any other address which the recipient may designate by notice given in accordance with the provisions of this Clause.

11.2
Any notice under this Agreement shall be in writing and shall be sent by pre-paid post or by hand to the address of the other party as stated in Clause 11.1.    Any such notice shall be deemed to have been duly received (provided it was sent to the proper address) if delivered by hand, at the time of actual delivery, and if delivered by pre-paid post after seventy-two (72) hours from the time of posting (subject only to any delays caused by industrial action affecting the post services) provided in each case that if the deemed receipt time occurs either on a day that is not a Working Day or after 5.00p.m. on a Working Day, then the notice shall not in fact be deemed to have been received until 10.00a.m. on the next following Working Day. In every case a soft copy of every notice must also be sent by e-mail to the addressee on the date of the notice.
11.3
Notification of termination of membership under Clause 8 or of amendments to this Agreement under Clause 9 must comply with the provisions of this Clause.

12.
ASSIGNMENT / SUB-CONTRACTING

12.1
Subject to Clause 12.2 and except as otherwise expressly set out in this Agreement neither Party shall be entitled to assign, sub-contract or otherwise dispose of any of its rights or obligations under this Agreement without the prior written consent of the other Party, which consent shall not be unreasonably withheld or delayed.

12.2
Notwithstanding Clause 12.1 HEAnet Limited may, without the consent of the Associate Member, assign or novate its rights and obligations set out in this Agreement to a non-profit company owned by HEAnet Limited and specifically incorporated by HEAnet Limited for the exclusive purpose of owning the Edugate Federation.  The Associate Member shall execute any agreement required to give effect to such assignment or novation.


13.
THIRD PARTIES

13.1
Other than those third parties referred to in Clause 6.7 the Associate Member agrees and acknowledges that no third party is entitled to the benefit of this Agreement and this Agreement is for the sole benefit of the Parties hereto and nothing herein expressed or implied shall give or be construed to give any person or body, other than the Parties hereto any legal or equitable rights hereunder.  

14.
SEVERABILITY

14.1 
If any Clause is declared void or unenforceable by any Court or other body of competent jurisdiction, or is otherwise rendered so by any applicable law, that Clause shall to the extent of such invalidity or unenforceability be deemed severable and all other provisions of this Agreement not affected by such invalidity or unenforceability shall remain in full force and effect.

14.2
If any Clause is so found to be invalid or unenforceable but would be valid or enforceable if some part of the Clause was deleted, the Clause in question shall apply with such modification(s) as may be necessary to make it valid and enforceable.

15.
NO PARTNERSHIP

15.1
Nothing in this Agreement shall constitute a partnership between the Parties or be deemed to have created any relationship of agency or joint venture between them.

16.
NATIONAL FEDERATION ACCESS ONLY

16.1
This Agreement governs the Edugate Federation’s national access management federation only.  For the avoidance of doubt this Agreement does not apply to interfederation access, confederation access or metadata exchange.  

17.
GOVERNING LAW AND Jurisdiction

17.1
This Agreement shall be governed by and construed in accordance with the laws of Ireland and subject to the provisions Clause 7 the Courts of Ireland will have exclusive jurisdiction to deal with any dispute which may arise out of or in connection with this Agreement.
IN WITNESS WHEREOF the Parties have entered into this Agreement the date first above written.
_________________________________
For and on behalf of

HEAnet Limited



_________________________________
For and on behalf of


SCHEDULE

PART 1.
Manager(s)
Name or Team Name
  
E-mail Address

Manager # 1 :
_____________________

________________________
Manager # 2 :
_____________________

________________________
Manager # 3 :
_____________________

________________________
PART 2.
Technical Personnel

Name or Team Name
  
E-mail Address

Primary Support:
_____________________

________________________
Backup Support :
_____________________

________________________
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